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(54) Systen? and tnethoii for securely syr.ohfor^ksng mult;pSe copkrs of a workspsca etement in a i^jtvvyrk 



{57j: A systSiTJ iodudes a general synchronigsitiotr 
■«ociv:;i;> si ir\(,: cljer-t ssjts t"Of opsrs-tjfig v^tim a first 
?1rewai and for examining fust varsion snfern'sstson i» 
dafjifnifii; --vheti-ier a fifs.t vvyrKspsice eiemsnt nas^ bi^m 

agen? cst a viiob;?!; jjerver ?0:- op^natlng outyide li^e 
ftfiii firewali and fof forvv;:;ding to the g«:;-iei;ji 
syfichmnsation rnodukf second version infcrmatfon 
which indicates whetftsf an indspsndently-modiflat^e 
copy of ti-:ft f:r:5t •/.•■>>te:p3^.i^ etemo-nt hi-s iK^er-. iViodified 
A synchionization-sfart modute is rtjaintained at ths 
ci^eru s;ie ky. ope!^'v-Q vV!tii;r; jh;? first fiuTAiSii ;;;-sd 
for :;«^jr<?iy fnii-^sfinc the <;:?f;eia! sv^cnronisaiion 



BAClv'3rs;0L;ND or TH^" INVEi^JiC'.N 

tOOOil This invenbc-ii f«:i;3te-;, gs:nef;jily to cornp^^ter net/v.::>;><8. mor«.- p;;;1icu!3fiy io 3 ^ysSem isnd r;K:ihod tor 
secu'eiy s yn!;hKir;j:.;irtg irsi^itipie copses of a wo;ksp;K.e ei<?nx?r;; t>ut.h .5?, s m In o s-scurs fiet-A-ofk 
[OGOSI Oaia co^sL^te^-•cy is 3 s,gr-;;1..;.a!v; ocncerr: for co-v!f>iJter Liaer-i, Por sxarnp-Se, vv?i:?n maintsirsin^j rjuiiupie 
ind8pendsnt;y rnodi!h5bi* copis;;? oi a document, a ;js;sf nsiks ^sh:Q an 0!jr<S;3;ed veis>cn, Furthsr. by sh« fcrne the u'ser 
notices Ih© tocoosi^cy, interparty miscommumcation or data loss may have muMd. The user most ttsen soend more 
;3;-r)e ettempting ;e recoriftii^' tne i;>con5!ii;!5:r;l vs?rsions 

10003} Tht? pfobiern oi data incon-sistency is exstesbsHed when rrs-atspio cop!<;-a of a do<.u:ne;n a.-e njaintsine--^ .s; 
drffer'jnt nafevi-K iot-jtior;;; Fo; axe^T^pie, due to network ^.ecursiv s.y8ta:ris 5:uch 85 ccnveniic-nai Sirev^sii technoiogy 
a !.i;;e-r fj-^ay h?!ve c5cces;i only to parti'Xiiisf c-na of tris.-pe neiwork kications Witno-jt ;3c;;;.i;s'j to tn«= other shes tVo 
Lirjar cannot eonfirni that the ver-^ior! on She a<:o5s>'iiPSe site is the mest iecan; dratt, 

fOOO'l] Thefe?o;e, a system snd frsatiKid aa? n^t^sded for p;oviding usefs wrth <Jal^ consistency, and moro 
pai1;-::.uSa;1y te.r livnchron^zing fnuit^pie copie;^ o? ;s wofhspaca etement i-oc:h as a doc::ir:eril .r; jha n-e ri«-i\-cri.- 

environment, 

I0005J ParticuLai atKi prsferreo aRp;?c:h of ih* inver.fion afe ^.et ou- u- iha :sc.-x!«;pariyin9 ind-?pendent bnd 
d--;pei-!Ceri! ;;!;5ifne. FeaRira^j of the dependsnS c:!a!:ii-i n-ay be consbned wth those of the independent eiasn-ij a?. 
;spprope;3*e snd in conibinafcons other tha-i tncst- i.-<p-;(.i!ii- «.t?t out the <,\im\% 

■8UMMARY„QF THE ?NVgNTIQ^j 

[OOOej An ;?fnbodirrent of the rnvsnticr, provxies s sy?.seni and ■ri:^^!-.od for SyTfctsronissng fni;;t=pie copies of s 
■vvarkspacs olesnent in a seci;re iietA-sik environ rr; ant. Trie secure neSwofk envirorirnont !nch.;de;5 a ^obal server 
conr?*cted to fnuStipSa ciierit:5 Lisia.;;! the pf;^e>?fit -jyiesm and rpKiitiOd, the clsnte ;nitomsiiicaiiy synchic.ni.jo vVorkSDacs 
data behive^rn n;ui;:pie ^iti-.'S, sfjdependent of vvhern-sf Jf-ie sde^ are p-roiected !>y mte tsfewa:;?-. 

[0007] The pr;?s^f;t syjiern includes a. gensfaS yyr;crironu>:ition moduie at the ciseni s4e for oper-sling vviihin s 
fftst tlrewaS? and for sxarrttriing lirsf vofsson •rifora^stson to dotefn-sins whethe! 3 fisst workspace eiemenf has dseri 
p\-\';-'Kc 11- ■^N^tt-t^ Nnh.-- noLiCO^ a e>n ■;^so'i,,;,;;5o" ai,;ent at tna ^jit^Pai tionvvr k-- ■>ps:!.:!in3 ou^tside Vv.-. hji.< 

^ ini f ^ ' t i ^r,S n ! 1 r^Ju-^ > i i ' f ) j j t ^ 

a;-i ;^.d•^peiK5enUy•f?1oa;f!abis copy of She fii-ef worKpfioe elsment f;;as be-:^fi riodif'ed .<\ -r-ynchfoni^atjon-star; ;noduie at 
the cisent site operates within the Srst tmM and initiates the genefal synehronsstion modute and the 

vh n^-r. r ?<: ^ s-^"e ^n^ t- -td t ^ ^ tin < x - id ^ \ ^.r- p a, A ^-f 

gans-fat-ng a pfd.j.-e:i ^'v;'^jion fion; tne fsrst wc-j-kspi-ice dsmont and trcrtj the copy by cen^panng th^j ;in;.i ver^^-iofi 
;nforre;atiof5 and the second version information, and means for Uomg ihe pfefeffed venaori ai th.? iirei *iofe and 
at iho second store. 

fOOOS] The systen-. imxt-^s l^andies ease when i>otr. the woriespeos eien;ent and the copy hsve b;san modst-e-:! 

% U t i ii i , -> - !> - Ijri ,s „ <ft.ayO *Ji. < p t ^ 

peffornns a fesponssve action suci? as datafniined a pfoferred version or storing both the fifst workspace eiertiem and 
Ihs copy a; txiih the f!:-st store ar?d a; tne second store 

[OOOS] Tt;e present metnod in<:tudes the steps of ger,-?f;5ti-K; first eyaminahon ioa^jsis by :j<a.rf!ini;^g t^^et ve^^ior^ 
infom-iation, wnich indscata-s wi^atrior a first worj^'^.psioj: element stoied ai a first store vx^thin a fires-.^s;: ha-j been 
rfK;diii:?d. and generating second 8>ia;rii:3a5xjr: fssijtts by eAarniiiifig eecond version infofn-atiors Vvhici-; iix^catas Vvi-;ett;ef 
.:io indapefKtentiy-rnooifiat^ie copy or ;h'? fir^st vvOikspace o)enicrii the copy h.^:ncs e\o ed ai a se-x;nci :;tor;5 outsidj tna 
f^rew-sii. hai. t'oan modified Tne pseserx njeihod further Ticiudes lha steps of initiating synch ronj.rafjon irorn Witi^^r; 

i*wj --i ? 5t^'^'<.> < Vna --v. o% n ..^i^fcv o-^n -t \j - pre*e d v'< ^.,n 
wojkspnce eie-rserii a-xf f.'o-n ihe copy b..3soct on -he fii-st arid second •:><arninat:on ;e-^uif-5, and stonnq the j-is-ferred 
version at tne t';rst sk;re ar;d a; ttie second store 

IOG10] The s.ysten! arxf niethod advar^tagoouafy use s truste-:i third pa.iy to erx-bk; the svncr;roni;ration of 
vv;>fkapace data a:-no!K5 rn!.;:i3p.ie eitee. .Acccrdtng-y. a cfierjt n^.er vVriO ioaiiitaifi-?, a work site, a f-oina site, en off-Sitc 

jiov t r^ 5 V '^->i ' i !c t ' t n 10 J i " , 

pi-edsterrTiined entena {vm^h ccsntrofe when the synehfonfrratfOivstarf modiie miates syncf>foni2ationt may be set 
X) t-"ji 5'-e genesai syidvooi/atscn mofeie s\ncni-onpe=: *nc- s-,o'-' spare ■■fatj ;..!.on u-^er .-•^^qn-^^.i at t'edete-rn ^.^o 
f ^''"^^^2' '.%h)i< - u< 'i, ^ ^ atr^ -^i. . t -( '^zuo'u^" 

>:>:■ nset iog-o?:, K.ec:ans,e the Siysterr; arid method operate oves the tnternel, avrrciKoniration can occur ove;~ariy 
dfstsnce. Since synchronfeation ss initiated from vvshsrt the tfswai, the typioa! firsvvail, which prevents in-bound 
ccjmmenica'-ons, does "lOt a-;t as an imped^rnent to ^voiksfKsco data synchroniKstior^ .Aho. :5;r:c& the use;"-; p-eferencea 



may be srsviousiy set. the present systesTs md method may operate unattended by the disnt user. 



BP-HP C£3CRiP"iQM 0^ THE DRAWSNGK 

fO011] L.<?fnpi?!fv en;bo<j:n!S-!i^ o5 ihft riv-si-sfiofi aie 'it=scnb-?d re!e:f-afte; 'oy way of ev-.!n-tpi<i- oniy vviih fefe!-<?!V;e 
FIG ■! )? s hioc'-; cs-^sQfsrv; sSSu's.s^jtjng a se-:.v;!e c5.s--5-i.vix:hf ■:-;x;iny neisvcfk sn ;acco!d:ifK:>? 'Aiih tre pi&ss^r^^ iovenii.jn, 

.'■"'3 3 ^ biocK 'Jiagrain iiluistfrjiing dstaiis or ;he 1 PesK-up ■:x:-ifp',..J-:;f; 

FKj. 5 !■;■. .-s bkx:!' cfci^fssiri i;i;.!?,!fat!fig d.H3!i^ crnvs FIG. 'i s.ynchfO-!!;'.:iiion iKiSfit. and 

10012] F:G 1 3 biook cfc;i;jfss;ri iilusjiryfifK.; e ^ecu^e daSs-synohrGriKing fje-wcfJ' 100, con^pi ;-:;ifK; ,;s fifdt site 
:sui,:r. yj 8 fsjr^cte cor;iSjU;<;-r te-rfnin^J 105 cDupSe<! vie (^.-tjnfntjfH-jaSjune char-aeS ' V.) icKh fih the .'ntefnet to e (Sob^A 
:5e!vof 120 Th'? i^lobiS! ■server -20 is m ti.j)n ;x;-;pSetS vi3 « c;Ofnfn!.;;;;c;.;iior.5 channel l/'j ;5u;;h tne intefne* 
secer-id sste such as a corpo-afe t.oc&S .<V&3 Ne-vVorK u.,AN) 135 The global s^fvt- -^r? ^ r :^;^;>^t -a- > ^Lxv^ 
fi'ewa» ! r> a'-sP ti-se cojoorate L-AN 135 i« p;oiected c-y s ccrparate ti-awai i 3C 

|0013| The ceipocate l^N IX"; includes a coipo-ara sKsna; bui. 1-10 coupSing :iie corpnf.iKo fsfeyosil 130 io a;- 
fPS!! Starve: 1;?5 havsrsQ e-rr-^i da'a lb*.*. •<• -ii nio e';:!vei '50 havsn-3 -le data r."C. io csiJefviar se-Visr ;5^v tiavmg 
cateiviar dat^s .snd to a de>5MoD corf;puter 160 having iji-ar data 180 U vvtil be appreciated that the e-ni3i! dafa 
165, t;!e GMii i::!, c^ih^rcifli GM-a 175 3n!.-i user daSe 180 Qf portions b-seseof fnay be --.tof^-P at d>f-v-ent iocat,(;;;r5 
sjch a\ !(x s \ yi '■ttt ^^•^teo cjf-p v 'vC t nj"!!- r>r ^ 3V<* i"-!-*. 'he e ^ i J r ! 'r^^^ ' « d > ' 

cai-;<nd,a; ■■:tata 1 end • bi.-! ddS« 1 00 e>cen:pSaiy and coliacSiv-v,' refee-c=d to bsrein aa "worH.pa-X; data" 1 >->5 rh-a^-e 
;Vxi!!s>c! jn tb^ art v.vSj recognise that ■'woiksf-iK.'^ i-^ate" nv^v ^-^ciude othe^ n-;xs5 i>f data s^x-n a-s spp'.catrori 
p!e..^ri-fTis. k -.v;:: De further a&pre;^:eted ihat ^i■i>^ ■-■nv-nl data 105. tiie data -iV'o, ;rf.ii-ndaf data 17'> :^r,Q u^^er aa:,5 
~80 f!V3v each L-e •■:i:v!de-:i ;r;t<j wtirk.spaoe element-s, vs'^erpin t^^ach \vofk^:paa? :^ie^v:f?■nt I'^mim-iai by p&itsculsr vi^fSicn 
mK-n<A.- <V^. t^ i S: w ^^^t- re^-f:--? t- ^ G < tk . ^Se-oj'- t- i, b>-> 

io^yied ki in "a Vvo;k?.pac.e t''iefv:i?nt ;r w.-Jiks-^pace Paie. ' 

rnCiU] An ;r-;.-3^^p;-Nrjc-?ntiy r;io,-<:fab;» .x.^jL^y rJ tfe wofks.pace da!;, -JS', wf8fK=.>; to her;>ir-: a;^ .vorkSDa<:c Pat-;; 123. b 
^5U>fee cn th.--, gi.-.hai sf^rv'-vf i:?(:> fof eavy fi-x;-?ss by a U-5.er ff<^ni tno rencte reti-siinai 105 Remg a copy tne y,'orksi:>a--8 

if\ > -^Tv' - v< ot^'^t i> < ^ w ^^s v ehrrt v,^ - ^i- oj'. ' V, -tK a 

indepenPen-ly fn;xi--lab!5- < opy of version nfo- iT^atjo; i ;?55:< ("-'KI 2). r;^?erry'2 to deffiin as vei-iron inior i'5;5i:or! 1 :;4 
10015} rk * 1- ' f Cih r N!;-^^ >■) i. 1 a; sNf k ^ > ) ^ ^ v . ^ 

. •> . <■ . A\' 5- r t <■ < c'i a- o t;-^s^ V CO ix'U^'^f . a v.; v s«k r - . rir- u ^-vtr -a-^ . on ''t w: 
^.-orel out^i'ie the cofpouite ffevvasi 130 and ore'efebiy on tba giv.>ba! sie'vef 120 Tr.^ base s;y;JtePi 190 and ;he 
yx-^v p -.n^- < cj >\ i?if^ie*'v^ <\^! a iaa^t>sS < -<.j^^< * s 

the p:^Pe siy^te.':) i;;0> •riasie.je-i the Vv'Oikspece deta 105 wtthin Ih-? c.Dfpof3;<=> lAH :05 and tne- ?.yn< hfon!,ra*K.-n ih^en; 
126 fnari:=i;3e;5 th* workjpece d^^ta i;:3 svstrjir; ti^a giebaS te've; t20 As Pe-?c;:i:!-;>d in g-eater detaii be ;5w vvhh refiKerice 
to FRS -t -.he- tose ?>>'.5te::i lOC pt^iefabiy ini;ia;ei< and cc>ntfni& data synoh;!;jiib: :#>n 

fOOl&l Tne ten .-^te ^erp.inai SGb 'nay !n';ie-:te a i.-ria'i te:aphon«- ;-^r a P-;'f joRa; 0!ata A^s-(s;-l5nt (PDA; such as the 
Pa;-;i»fiot jyTten! t>y ;h.:' [.i.?. Rotx-;K.i. nc AttnougO not -^rio^vr;, ihe .-efrete temiinat 105 snay ineiude ;3 -■:e<.:c.';-:i t)i\%s 
'..>'steii SifniSar to the Pas:--- sy'st-^f'^ 100, ."/i-v.cn t% desont-Kl wstn 9'.,-alet deta.-: ^nh )e?e!-ar}f..e '.o F c-} a .A<:c-ydinytv. 
tne sscond i:3s:-5 ay^t:>rri or? the femote tcfTunai tOb .vonfJ Ci.-.->po<aiev.;:h tfte s>ynr>uo(W3'-:or^ SiH-nt ■::6 to S:v'no''!oni-e 
tils wcrks-paice (ia:.:i --^tareo on Ehe :e-T^-->{-? tetrcinai 10'h wstn ■hf' vvos ••"jp:::--:e data 123 s.t-a^ed '^n i^^otx?- ^aiver -;;?{) A-j 
tne c-Mpotafe t AN •h^^ 'se'-.-or-d ysse <sy?.ten-! <-n tf^o Eesriot-- iojfnu-ij,; 106 wcui-1 p-.-eterab-y inaate Ana cmUoi data 
■jy-nchronization w^th rh-a gic-t ai ^;-•^fvc:; 120 for the -^arr e -cnsnns-. -fe-xi;5?-.ed t>ek;vv VVo:kapa^.-.> dsta an the te-rvata 
tetfnmal 1 0S would tnus be synch?-oniKe«^ with the workspisce data 123 and with the worksoace data 1 80 
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[00171 ^^'3 2 3 b-:ock diAQfa:--^ 'iet^ils o? i-. s«;!V!C<v -.js-sver 200. wr^ere!!": c-ac.;-; oi' ;he w-rn^l^ stsfvsr 

14f:\ *he liie L^*j?v8f 150, th* caisndar ss-ver ^55 and thf: desktop computer i6G is an inxtsncs; jsiymc-;. Sefvice 
setver 200 sntiydes a Centrai Procssssng Unit (CF-^i) 20S sych as a Motorola Power PC# micrxjprocessor or an Sntei 
.r f - >.) >; -.j5< i ' § t cv.'^.'! c 2" J a 5u>. v <' on ->u*p \ <ies ; 1 < 5^ 

.=« an E.-hi?rnet poft), a data storage de-zice ^.J!) {s;;.iCh a:; -eac; on^y merriory or a rnago^';;-:; dish!, ;an<i R«ndon:-Ac!X^ss 
^'lerrso^y {RA'v^ • 235 am fu;-the!- coi-'pied v;;.- ^igf;;;;; b^i:? '220 to the CPiJ ^OS. 

|00iesj An cp&fat:i-ii3 srysSer-) 2«i) !r;ciude$ a oroQjQr-. for controiifng pfOCissisin;:;; Pv the CPU 205. :-ind -b t^/picaily 
s;;ore':S th«: data -atorage device 230 and k;:sc5ed if5to ihe RAM 235 k>f e^aciAyr;. .A s-srvjce -snoine 245 inch-ipss 
program for perfcrminj} a paftc!.»Si}r s-sfvice ;50ch a-;: nK^intatnlnQ an e-fiiali dii;a bme, a caisndar data ba:je, .=i 
ocokn-afhi d^sta os'^.e or anoJner ^jSs? Pa;^: l3as-f, and nay nt^ a^'^c. s^<: ied tv-a ci^:--a ■Jt;>;':g<:! d&vsv-?^ 2 ';<■} orjd k-,xk-d inio 
ttid RAM 2:>5 for 8>:ecutio.'! Tc. peri<,:fr a service, the swvx.ft ^ingir;.;; 24S opt?r;5i.i^, Df5 'ser.'ics d.a;;-; ;:&:) {■■h.;j., ih*? e- 
dala 165, Jhs? data •TO, tht- calendar data r;'5 or ir;e data 1S0;. xA-i-ch ;s LVDiC-iMiy sijored Ir; the data 
storajift d8v:c:e 250. ThiS s-t:fVice dsis 250 ir,c!u.:j!n version irifcjrnvstso-'i 255 >r5C-:C3tinc) the dst-s an;i tirrva at the iss;! 

n appK;ciat-:'d t^ssi ti-;f: ponrori of n-)<;r^-iory in th« oatii sjtorage dtvico 250 v>/hioh oontij^rv-j ^k: sefv:ca data 250 

is f ssferr ed to as the -mvim "store " 

fOO-SO] flO .s a bSock <;i^tpr;jf;i (li>.is;irating detaik; or" the d5?-^.Mop t:;>fnpLa«:- 160. v^h^oh ^noiudas a >:: PU 305. an 
;npL!t davsce 3 tO. an oiitom d-rv'ice .jtS. a con^muriications- in;*(faca 325. a data storage d«'v"ce :?30 an;5 R.Afvt 33-j, <'a<:h 
!:;o!.ipi8d to a signa! bus 320. 

[0020J An opsratjng sy?.t-:;-rn 340 ific.fuctes a prcgram fof coritrolNr^g ;:>rt:ic<is«"ig by the CPU 305. -itKi s ivpicaliy 
- S ! <. a -i<- , e i V I dirr* -jr i * s ^ us > jf^^it"^. ^ ^ ^ !, « 

a p:,:'tiO!i!;j' s'sfvce engine 2<tO. ""iG in(.hjdi,.s o iSf-rvce p-og'3n> for nanatHi-uj ..ia^a 160 -"ti , p-^sfiv Lii-jj 
sisfviix; data 260, FIG, 2) which tnciiides vsmion inforrrjation 360 , particular versior^ information 255. FifS 2! 
Trie dess-top :>on/:c<5 ongine 345 may be istsio stored in tne data s-torage davK -j 2>30 arxii iofidad into the RAN'; 32S for 
execuUien Vht- uia; data 180 n^av s-toreo" ttjy data :itofage devtoo 330 A?! &i;5^•:^d above svstti rsfe;enc;-a to FiG, t, 
th-? base -syste-V! 190 ^^par;5S.:^^; t;> ^yrjchron^re tlia ^^c-KspAc^ data 185 (whtct? Irictudes t;;.ar iiiata 180) vvitf. ti-;e 
vve.fkspace data 123. The Patse systotT; 190 may be also stored sn ttie data sforaoe davice 330 arKi shaded into the RAM 
336 for es^^cul!on 

|002:1| FiG. 4 rs a block disgram lustratirig details of the base system 1S0. whicS's indi^des s coffimtjr]i5;£sSons 
mt^dyre 405. a user intetfeoe ntodule 410, a iocato? tt~!ad5iie 415. a syncnfoneatfon-start fsynci-i^stad") medute 4-20, a 
gonerai synchronpalK n rrxKiuie 42S ard a cor!tsnt-b.aes-d syrictjrofn^tat^on fr^oouii: 430 For sin- riiicty, oaor> ■viOds.ie 
iiiustfated as co.mmijr^catst^g with one anstfjer via a signai btjs 440 

[tl022| The corimyr^icafcons rnoo'jie 405 srici^.-dei routnos for oon-pfessing d.ata, arsd -'ouliries for crotPfntKiieattng 
via the coniiTiunications interface 325 (FIG. 3} with 'iis synchronszaSon agont 126 (FIG, 1). The cotTimunioations modute 
405 r^\.iy Turthar inoiuiiSa •■oi-tirie^j for applyi.^g Sectors. Socket Laye' (SSL) technokigy ar;d ija<ii identificatipn arid 
au•h^^^!^^.a^ior! techn;q!jes- (i.s . dsr^ita! >x:;t(fic?itea) to estabiis;-; a seoute cofnn-stiatcation ctiar^net ttKouof; the 
!::oFS:-oi;ate ftrevvaii 130 and tf;roLigh the pk:.bai tsrewsii -20 ty.ia:-npfes, of .;orfKf!!.inicaUofV5 rnooijies 405 -riav ."f^oit^de 
TCP/i:R stacks or the Appielaik® protocol 

[00231 ?ne user interface 410 mdudss routines for commynicating witd a user, and may include a cowentsonai 
Graphicsl Ussf SnSerfttsce (GUS). The user interface 410 operates in coorcSnsSon vv-ith the other desktop computer 160 
componer>ts as be:sc;nfoet5 heretn 

1002.4] T>k; !ocatr)r jnod^.i-e 415 inciod?-:? rout:r^■^s i;>f ifientify'ino the memory iocatons of the .vo:-KSi;-a<:e oientc-nts 
in the workspace data 185 snd the menion,-' iocations of ths workspace eiemerttsi ir) thsi: workspace data 123, 
Workspace eiement memory iocatipn ideotsfication may b& irftpSemented ystng inteigent sonvvare, i.e., preset meroty 
a<sdie;;se:5 or tr^e sys-rem's repist-v or -jsir^g di^icgye Pov,?s to qoety a user. .Acncrd;rn:<iy. the kicator r^^od;.ie 415 
deferrr^iries the motv^ory ;>::idfes-jes of tt^i workspace oienKrriits ir; the a n-ia-l data 166, tt^e worksoaoe eiamenis in the fiie 
data i ;"0, t;-:e v.05kspace elements in rri's oai;?ridar data 175 arx; the workspace eier?ients in ti-iO user data 100 as weif rjs 

t't <K < t ^1 'H viV,} - - ^< H ^ ^ , < N.f. ^ )t ^ - <- O 

tt'O k;i::at<>r r;icKf;jse 415 niay pettcrm wofkspa<.e eiarrjer^t memory ior^atior: !der;l5f!cat;0!i ;;pon systerri boot-jp c-r aitrrr 
eacn cor?!nv;inioation wtti the global server 120 to rnairjtain Ltpdsted riieniory focatior-s of wyrksp;:c?g e!enier;i^:., 
tQQ25] Tf;e -ovr!Cfiror-;;:..ifii:,n -start modtjle 420 s.nciu-fes iXJi.uines for deSerrnirting when to initiate syncnro-i:^'at:on 
e'v vv,p, ,0 o,-^*, w < /v^{^bJ,.^..- ! .to 1c > -x^n | ^-^ 'b^ -.^*-vir-lo'- k sr^-'yltr '- y r ^f^L oata 
svof:hrorii;-ation ;.:pon rise; reqi.ierjt, at a partiouiar titnr? of dtsy, after a p-edeterrriined iio^S' periori paus.es, affstr a 
predetermined nurrtber of changes, afrer a user actsors ouch as user log-cS er ept>n like criteria Trie synchswr^atlon- 
> ' ..<~iulc ?\ mtt.t.-^ i 'i^-ir/fO Iv v tv j< -^-sal ~n,pc ^. < i,jeo ^^oc.-* - t 
exerjufeon of its routirtss. it will tsj app.recsated that cofjimunicatsons with syr-schros-iiitation agerst 126 preferably 
sr?it!ate frotTi within tPe corporate LAN 1135. bacause tha typcas corporate tirewali 130" prevents "m-bound 
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cofrtnuriicatioris jjnd a\\Qv-.% outbound conimunicatfons 

p)026] The geriers! 'lynchfonii^stinn module 42G includes fcuiine.'S -'Gr iequest'ng version int'oivrusixin 12'- vior: the 
Byrifiu-.>n!zat!or; ageril 12S iPlC. t- and ro^itsnes for cotripanng ihe veffs^on jnfo'i-nation 255 sgijir-st a iJisf 
syrichront.Tation s-igr^atars- »?>8 ?iUch m a Lasf {.ynchronis^tlo!"! date snd tinie to dstsor:;;-:!; which vyjsions fisve t>«:en 
modified The gens;r:i syricfironszatior! rnoduis 425 further Inck^dftS: rontineij fc;r cot'^p!-r.r-g tns version infofmstion i;:4 
.i.'id ver-jion Infcrr^ation 255 to determtne oniy on*? or t:.::>jh v^-rslcrvj of a part;cu5af workspace .Merr:.?ni: h3v«- 
biri?!-; jTiodsfied arid foutsnas for p&rforiTiifK; -a;) ;iippropiis}U- ayr-cfjronpjrjg i^^sijOfissve scSoo Appropriate ^yrjchroni^^rig 
r;^£;>or;;5!Vs act-jns niay inoiude rorvvardini) tbi^ !r;odrf:«!d vi^rl^!or^ (as ti-;e preferred version) of a vvcirk^jpace: el^-nenS in 
workspace data 185 or fom-ardiog just a cornyiiation of the ct^anges ;o she othar store(;5). Other appropriate 
syr^chronszing resptinsiv'e aciscjns rrsay inciuds, if reconciiiatsors bet-.veen two rrocSiJied verssion'S is r^eodc--^, ti•!l^^• 
ins'sruding Ih-s oc^nterit-foa-sod synchroni^-stion n^oduia 430 •:5:<>K:-.de i*;s fo-...1ina:; Vv'hich are descriped beiow, 
P027l \i wiii t-i appreciated ths; the synchion^^^stior! sji-snt 126 E>r;?ferab;y esarriinss the versior: infofrf-atiijrj 124 
and ronA-ifds oniy the versk.'ri it-iio-rnaiion 124 deterniinecS to bo r^^odified siriCe the i^st synchronization Sigrssture 
435 This techr;!.:jijc rr;:al-:«:a eificiefjf use of processor po^vet 3n<:S ^svOidsi tfsns.iefring tKinecesssry data ecioss: the 
cornrnhnioations; chsrsnei The genaraS synchrohisrafion rviOduio 425 :ri rhe corporaie L.At^j 13-> acoc-i dingiy 
vpri^pares the rec:e!ved y-jrsior: infyrrricSttcn 12--1 with the veis^on ihfOfiViatior:. 26'S to determine if rec^joirihafcon :s 
rseedeci. LJpon cornpietion of tha 'J«ta synchronicvation, tha genera? synchroni;raUon !v;odi.;i^ A2o updates the Last 
sytKhfonjza^on signature 435. 

[0028] Tne cootent-Pased synchron;:ral3<:;r! 't'Oti^iw 430 ^ndiides rcutir^es fc;r recoricsii;-.;) twc- oi more rrioditied 
vefSions in woikspsce data 123. 185 of t!-:e rjanie 'vvorkspacs eiement. For •:i-<;5ff!s::.ie, ii ihe onginai and tha copy of a 
user -vvorkspacs; ^ilerijant fiswe both been modified :ndspendendy Sifvce tne iast ayrjchrcniiTatlon, the oonterit-baseo 
syi-;Ghronl;:;a!!-::in rnoduii? 430 cietemiines ths appropriate responsiive ;act;cin. 7ne conterst-based synchronixabon r:Koauie 
430 rf!.ay ftiqucst a liser to select the preferreii; ona oi [he n-odifssfl versions or rnay fespor;d based ori preset 
preferences, =0, Py storing both ver?.iori;; in both ijtores or by ir^tegraring the oh.ar-sges ^ntc a sir^gie prefeirisc; 
version which replaces each mociifi^id v«:;Sior; f-i t>c>5ri .stores 

(0029} FiG. 5 is a PSock ■liiagrarf! ilirfstratitig cetaliiS of the synchrontzation iagent 12o, whicn inoluiles a 
co;ri;ri!jn!c:atior;;5 -riodijle SOS isjrniisrto the coramcnicaSiOfjs n'iodute 405 described above vdfh referer-ce to FSG 4) and 
a gsnerai syrichrofjtzation module 510 (sirniiaf to ttie genera! syr^ebfonSzation module 425 described above aiso with 
feierence to FIG 4) Ti^i comrviUfjK-atons module "305 incii-dea routiiufs fcr cornpressing dsta, -snd iou;ine-.3 ier 
communicating via ths commyotcatsons channel 126 vdth the base system 190, The communications module SOS may 
further include routines for establishing a secure cornmuriscstiorjis channel through the gfobai fifswaii 126 and 
through the corfxsrate fsrewsil 130. 

[0030] The general rjynchronlzaton module 51 d Inciudee iXRiiines for compar;ng the vetSion miorrr^^giicn 124 ^vifh 
•h;5 !a;;t synch!on:23tiPh s:gnst;;fe 435., .anct roctines for for^A'srding to t!-;e general synchfonii'ation rfjciduie 425 
■-'ei:j:on information 124 del;strr>!ned to be fnodlf-ed The generat sv-xrhronisatlcrj nior:5u!e 510 may either -nalntsin its 
own last ^^yhchroricarson signature 435 ccp,- fi^t s"-^>sMi / <. ni<- request to synchionsire from; the 

pass syalem 19;) may include a copy of the fast synciifon;.i:ation Signatufe 435 The genera; svociirorjiz-ation mociviSe 61t3 
furth^jr includes routine-i for receivins) ;:>feiened vefsions of workspace data 1cs5 woiKspace eiements fron! the general 
synchioniiiation module 425,, sand routines for forwarding preferred vei-sions ofwofKspace data 123 workspace eteroer-sts 
to the general synchronKatron nxxfule 425. 

[00.311 FIG 5 is -a. flovvchait illosirratinci a i-nslliod 600 fc;- syri;:.h,!or!Hing multiple copes of workspace data 123. 
185 ir- a eeoi.!:e r;e;>vork 100 ?o';ethod 600 begins wit.'-! locator modufe 415 in s;ep60S identifying the mereoiy bcailons 
of the workspsoe eiensents in vYOiksp;ace ci;aia 123, 1?55 .As statecs adov;a, workspace eiemeht iVierric.ry loceison 
i'dentlijca!k:n n)ay be impierr^ented rjsmg :riteiiigen; software or dialogue boas The user intadace rnoduie 410 In 
e-ep 610 enabies selection ol Ihe vvorhjpaca elements in workspace data 123, 1S5 to be syr;.;r:ror;l;-:ed by the general 
synchronization module 425. 

10032] The syncnrPni:>at:on-sf3ft rrioduie 420 in step ^51 5 deterr>'i:r;es whether predelefrnmed criteria have beeri rrjai 
Which indicale that synchronisation of the vvorkuoace element^s selected li? step 510 should siad. i; not then m^etnod 
600 loops back to step 615. Othei^viso. the communications module 405 and communscations module 505 in step 617 
esitiabiisf! a secure cornrr^unlcafions cna-Mjel betweer! tne global sei'ver 120 erxi -he desktop computer 160. The genenai 
eyrichrcf!izat:on module 610 in step 620 ccrnpares the version inloirriaiion 124 of each r)f ihe seiectcro workspace 
elenserits in wofl<&pace riialia 123 agairjrjt the lest synchrGiiiKistiofi signature 435 to delerrfiine modified workspace 
eierricril^i, and for-wards the v6!>::!on infofmatiori 124 of wotks;;>ar;e eiernents detern-i!ne^:i tsi be rsiodrfiod to the general 
synchronisation n-!odi.iie 425, Fridhar, the general svfK-hrofieatton rroduie 425 in step 620 compares the veisiori 
:r:format:on 255 of each seiecrted worK'Spacs eies'rient in the v»;>ikspsce rjata 185 egsiiiss tfis last syr;chro!-;(;^i5tiori 
sigr;,a-i.iEe 435 to locate iasodiiied woiiespace elements in ;hls empodirnent, a worKspoi^iS eieiTieot has beei'i mtjdified It 
the cieEo snn t^rne of Ir^ar modiR atior; iis af-er tne date and tii-ne of i,astsynct;roni2ation, 

[0033] If no rriodifsed workspac:;? eienitirns if> worKspace data 123 or iri woricspace data 18:;". are lixrated. then ti-^e 
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genef.bi svfKiiiff j-iK'rste-;: fisoduies 4;;5 and oK) sn •step 650 update thf; :?H>f ^ynchfon^stic;" skinsiUire <':30; s!-:ci roerhod 
eOQ Oinsiiw-se. i/se ger?<;?si syncnronioT^tJor! iTio^^iij.-i 425 ^r; ■&t>-Dp 625 cietemiin^s vvh-jsner iTio-t: than on--; v*r?.;!:;r! ^i! 
the sarns" workspace el-snienf h.iis tJtren rnodf{:ed %ir\;e ihe last syncnroos^isfccsn 

S m si-'sp 630 foPA-fti-'fe ihe !jpd*vd orsterf-Ki s,'--^f^5:or! of th* vvofk?.pa.".s -sk:m':-rd. to •hi^ ^•^■ih■^f store and ;hen -r- <Je>> 6:>t; 
detsrn-;in€-s wiv=;th£?!- si! wc-ik^pacs: f:Ss?rt)«:nts seiected in ?,tep ij U) h;sve beefi ij^^rninv^d. if so. tht?ri rn&thj^d 600 juripsto 
stir^y j-;5C> Oth8ivV.s.e, Sher- !-notV;-:id 6(?0 r!^^u,^^•is to stop G'Ki 

[0035} \f n-DK: -hisr; vt?r<;ion hss been n'Od-tk-d, ^h'^f: th^- •J;^!■■.•^f^:l svnchron:;T.3tion n-;(K;;.:ie 425 -n ^itiJS 640 

50 ificiudt^r r!;-queAt:na !!;Stf-.n*oris f;o!fi the uss^^r or. bsseP on p:■•■s^:■:^;e•::;ted prefert^rices, performsn;) •espon^.ive? .5.:tior;:; 
■^.Lich 8S. storing txs^h versions, at both ?tc^t«; 

lOO'it] V. K J f o.'-k . wit ^ -^V i' S.I'" >^i- h >r^t H'v. ' !< -vfun-^ -^^.'o ssi.< •!> 
Of just a ooiripiiati<"-: of th--; .sfKios: So tfjo oth^- sto-e Tt>ai if tne preferfod version b woi k^j.xsos eierns-if --i 
the \Acrkspacrt >-53t.> 135. th-??; generis! s-ynch-oniration rnoPoie «:;S ■i^et-m tne preferred verai-sfj or cf-ianges to 
js cseneral synch; Oi-i:.-^afioo rnoduii^ 5;0 k; update the outdiitoti w■■>fksD<K:■^ eSornent In tne vyo! k--5p:3C<;: daliJ '23.~'tf tne 
pro?f.?fr<:;."j version is a '//orkopaco iJieniOfit in thtti ^o;\-spaci; oaia tia. then the n«?!"iensi liyijchiot^iitatior! niodi.iiiti 510 
5:'->r;ds ■!>•? DKrkrifed voniKjr; Of the ohanget, to ttie g>5.n«:r;j| synch- orti^ristior^ rnort^iSe 425 to tjpoate ihe oi^itdj-sed 
works&ix:;? e!onief!t t?ie workspsne di=5ti=i 1 fv^iettjod i>t;0 tneri sump-s to sirs-p 33'>. 

|003f] TfH? ;v.:re-,;soiri;^ description of ths ptotfi-fr«d ■^fnbod^fneni^ of tPe inveiiijori is by way of e^.sni-;>k'^ oniy. and 
2i) ottior variations o^ tnt- abo\ e-.je;o;ibod i^mpcdmier^ts am rr>etnod> laK: provsdod by the piesant if;v«int,on For e)?isnx>!S-, 
aithou'jn tPs- (jtoba; serv-sr 120 i:i iliust rated as. a single <i=ivicfi. ti-ro giobsi ■jer^'Of 120 niA^/ trjctiKSo sscveral co>-nj:..ijte!-s 
n&t>,v.><ked t-,>p8tps:i AitPou;!--! ssot cescnbed rn great <i<s:--afi, ttn? ttTT^ote tsm-iit^al tOS car 3¥?iCnfOiti;T« copies^ ot 
vvork:;pdco eiomofjts stored on it wirh worKr5p;!i;;o e?err;et;t? of" workspiica date Wi stored on thj? v«ct;.si sofwr 120 
< < -'^o'-f.i. v^' - -ve.^* 0 la, Hi np.- M5V>>-< ^ng a „<. ^< j Oo!*^ ^ .H'^^,■^!r d jtti '-^t*.- us-i 
25 as-pSicat:C'i -specifo ini-iprat-^d r^ii-;ts5, or ...^m.-? a ne^vork of int'^.-onn-x-od rorv,onT>on3i < omf^.-nonfj sno circuits 
Tne enibodsfiioots dsscfsbed t^ereiri h.i-jii bem prosenteo for purpos^-s of Hh-sstrcstion snd ani ni>t ir:i<;nded to be 
evhai.ntrve or iii-r^itin-;? Many venfitjons Knd fnodsticatioos: i;ir«: posK^ibie ui tight c'f the forsgoing ••siacSnriQ 

Clmms 

1. A computer-based metPod conripnssng the steps of 

i?;,! gen-jr:5ii;ig fi-si t?xan:!nat:ion rs^ystf fioir: fi^.t veryjoin irjiorrrirition \vi-;h:.t; sfKJicr:t<;-s vvnefri-sf a finit 
'Aorkst:.-ao!j ei'^rnerit sxHed at a first i^tore Vvirhin a fiKwa!: h-as been rfiodsfied; 

^^^^ (P) ■3ei-!0f!;t;ng st-'.ond exiairiinalson rosMttx? frort^ seooi-d v;?rsi<;n ifjfyrfTtstjor! \'/hioh indi;;ei<;:s \vtio;her .an 

i!>deper?dentiv--n-iod)fiab(e -osjy ol the first v'vorkspa<..e eleriKiri! has boen sriodifie'-i, the <.opy bemg ytored at 3 
second store csi-asKtes the fsrewai!. 

(c) irsftistirsg st<5ps (a) and tb) frorri vMthin thefir^Stvali wher-s predsterntmed crrteria haw- boeo i^sitisfie-^- 

id) s;^;^fi^li•ai!n,g a preferred ve-^iion frcrn it;e first vvorkv,pace ^-isvTi^snt and from tne copy fosr^d on the ti-sf and 
a-?cond e> arviina;jon rasuits, nod 

;o( s.-orir;o fhe prefer led ve-^.icjr: a- the first store sno at the soix-nd store 

2, The methooJ ot cirjiri) 1 wboreiri the seoorsd store is ot^ a gtobai seivi?r ootsirie the fifeYvSii isnci v>-b;cih is txote^t tid 
by a global tkevyail. 

50 3. The method ot c'laim 1 or cSatm 2 wherern tti.j fjrsf. veriiorj inforfriatior- irKtudos the oat*^ anc5 ferijo tne first 
wojKsoace ek^rnent vvos tast rtjooff^ed ansj tp:^ secor-d versior^ ;nforn'i3tion iocii.;<t«:S tv^rs 03te ariO tirne the oopy wss 
last inodjfiieci. 

4. The rr.ethod of c:i:3irn^ 0 vv-hrr---io aeneratifx; ttio iii^it exarniriatkj!^ r-sao?ts ;ri,:;i,:aes toe step of cernps:;ir:p i^e first 

5, Ths= f^-iethoa ot ds^n- 3 or ciaint 4 vvneitrin ger-ieratfog th-J- secona B>:a-r;:na!ion refii.;its ifx:-edos the siteo o! 
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mmpmmg th& second versicin infofma^on against a date and Hme of test synchronization. 



5 

?, "fh<v -idt-cd ,.iny :^i-x---<5.r.-3 cSairr, hjir>c: o>n^piisv>j ^,^r-fe gen-:-' ih- st:::onG exsm -^aric-r. re'suHs the 
updftSis-iQ {ha s.!K:'>fid vtvs>on :nfC!-r-atiGn \%hensver -h? c.>py ;r, .'nc-.dl:":-Kj 

8, ii e rsKrlhOiJ of ony wtrceding wh^^rtin if ;>nly vne o; ti^t- first ■A'Ofi<^,p.«x: ■M5--v:.snt t5>tr vX)!;y ha'S 
?C< riiodified, ineri tf:«< step of gen^faJing inci. laes aoHio&tg -.be one 3s the 0(>>f(>mA version 

g. The nvsthcd of ar-y pri?c:.sdincs cusim 1u;thei co-ripfjssng fr^e step ■>? bc;.-5tifig She first yv.>rks;|NJc*> ?-iement. the f st 

1$ 10. Asyjsten^ con~ipfiS!!iq: 

c; qer\<i!fii s^nctMom^v^iov^ ajoduie tor op«::i-:;)n:j -.vftnso 3 first Sr.-.v.Mi ar^d for 8xa!T;i;i:f!9 f:;^ versson 
informstof ; to 6eii-> m^r vvh-sthsr a f-i-s S vv-:>f ksDactj eiemenf t-as; b-sen nsoci^^sed 

20 5 synch roi^i^ator; sge.'n for operaUnq outjide tha ^fst fiKv.-5;i! ^.-^cf for fowa-d^r-cs to t?^«< j^enerai 

s>:-;ch:c<rii;'.niiOfi riiodu!» secG'vj ver-iior; information wh:C!-> !n>5;c:yite^ vynether sn )r;de5«?no;?nS5v.n-;od;tj.3b)<=: copy 
She first ^-vorkspacs eierr-^iiii h;5« bos-n modif^&d, 

:.i %'ncn.W!i:r.snorvs:tan iOviduif.. for op«;f,=!tin9 wihtr. the tnT>\ fifs-waSi ar-.-i for Iniiiatifics ihc {j-jnet-ai 
25 ;5vncr!fO'^!i:«t!on 'riodnls: rtnci ttis synchroni^atic-n isge'-!- when Dr«der«i:r:ii;i,x3 cntefus nav-? b^:•^f) ^.atssiisd. " 

neans fo? <}-^m-at^!\(i a p-efe-ed version irnrn t;u' firsi-vVDr'^&p^iie 5;l.>fneni and fron" tfis: <:opv t-y comps!--;---^ s;-:-! 
fi^U version :.-5?cj!;ru=jticri and ihe s-econti vem-on rtiomiatsoix «nd 

:?C Msar -s fOJ hxouaq n-f- p- --xj versscr. at r>e fi-^st -stof-j and tn*' -^.sh-an-i ;;1oie 

1 1 , "'"he %v'Steni of clcunt ■ d iu-th*;:! ccmprisi-iQ a coiriinuf. caf^ons rnooiiif- tor corJiriunlCsTsri^ thi ciugf; Jnt tjfst lus-^v-aii 

3g 1? " > y,'Nt--f^ ofo-^ f. ^ '^1'" \ s-/-^rep t^e -^ncnK ^fzj:t on ^< 'n - ^^e^^e-J st(.<u> t 
;?c-:-ver v.-hicn s^- pfDSi^oteci by s g'otJa; fi; ewail 

13. The r.y'^a-i-n-; cf cii;\>y\ 1 2 ?urn.?r Ci.:;Ti;3!r5;f;<:< a conin^uritcaii sn^. rr-om^e- tor co-rstrsLjnscafing th^nuQh ^t■;,^ nr^i' pr^jwsii 
snd mrough ths giobas firewaS!. 

14, "Hio ?ystn-i^ c-f one oi ci'j.-^i>:5 I ;) to r5 vvf^^fein f^ie vers on informat^c- i !nci^jd<;-s fhs da-e .snd ^jr^y the 
f !-s;t \v<;if:-5p;h;<t- feiert^en: wss ias<J nxKi-fied and the s,:'Cond ysfsio."- irifoiniafx-n jnriudes n-.-i (iate ^=!n<^ t^'^-^-^ th*- ^x's^v 
w;is!s=st?rH>d!fsed. 

15. Vhe liv-s-Ki-m of ria^ni ^4 wn^'O;."! the gon-->n;ii v/nc:nionij;at;c5n r-iod-M: ce:iu"">rs;s ;he m&i version in^0f■T^5ii<^r■. 
ags^'vst e d-sfo und t;'ne of !a«t syncnronrrak-n 

16, Tr>:- 5,y-3tern of oia^'.n 14 o; '5 wherein -he eyr>ch;or:i^?:iion ayont compafes^ toe s«»nd v-rs^on ir:fotrn.:«Sic>c^ 
.jgains- t?-is date .srd rrce- o: i?:dt synri-iio- ii^.s^ior;. 

she syete':! oi -any one of oisims SO -o 16 ^urther oonipnsifK.; n-^eans k;; opdaiirjo the f-st v.;.;,5!<..n ;rn"orn-.5tK:.:i 
whei-sever fr;s iir^^f vvork*!pace eis-irif^rii niodifsod 

'^^^ ' 'io ^.yeteni of any on* r.ir^frva -0 io T/' further comprrsfncs ir;ftann updatog fhe s^tcond version »v:o;r.-ii:yon 



IS. Th"- systerrj of any one of d^sin^: 10 So ;n w-ofoifi ^f oniy one o; ;ho Ursi woifrSf: 
oef.^n rnodffcd •U■i•.^ ine me^o?. tor a-. 3hfm jfeiecfs she Oi\% us tn<.. p?«-f<;-rrsd -v-; f^-ri 



•oinens and tne .x.-py has 



20. yysisfn of any on>--> of C)ai(r:s ■;() t;> 19 further cofnprisin;) a iocaior modjjk; ior iocstinQ ;h« Uni s..;ore th* 
fii-sE worh-sii>ac«? ehsfnent, n;e f^rsf vsf^sion infcjf-vijjtion, Uu' -second -stcfi?. ih^s copy 3nd the second'-zefsiof! ^nformijt^on 

21. A system compfiang 

flE-a meaf^s for genefisSino jirs;; ■:^«sr^!ti^3tlor> r<5s-j!te irorfj first version in-o-rnySion wnlcri ifKiics-ies whstner 
■■'i fifiSt svorkspiscs ftSefnersi sioi-ird at a first ?.tcr$ vvrthin a 5i':^vv3il has bss;-; iY-odi^ieci; 

second nseans? fof generating ssc<;!-i(5 s?y;i;r;ir^ation f«;ftui;;i hom %econn v^ifsiors inforr-iiasior; which inciicatfts 
Vvhethsf 3n indsps?n-1entiy- ;rH>cj!f;jbis? copy of the !i;s;t vvorkspeice eier^KsnJ hssis biss^: n-)odifis<i, th^s copv bs-r^q 

rneaos for initiafing th- fjfsf and second mesns from wuh.ft the firewall when predeteirrisned criteria have 
tsseci SiBfesifiisd, 

rtie;sr;s for generaiii-iQ pr-iferre--:? memory fron; ti~:e f:rst vv;>fk5;p;sce eienjent arso' ffon- -h-j copy based on tne 
f:r»t snd second exar;-!:n;a!:.>n fesyiJi;. Bnd 

means fOf stct;no the ;:>teS-:if red versiorv at the f;rst store anri ;jt the second s;io-e. 



22. A co;riputer-r;^ad;5bk^ storage- nsedium storirscj progr^fn code fof Cousirsj^ a ccrpputer perjo-f-i ^he ste!:.>s of 

25 <;>in«i';s^5':;3 '"'fst c-xariiiristson fesuiis iVofn fVst versson ir:-'o;fn«r;ori wJilc!-; :fKi;cates whs1l-;ijr f- first 

workspsiCfi ek?rt?c-rvi stofed at a i'wU sf;>r<-i wti-.-.r^ i- fifewail has Oi?5ir; mcidftiod. 

(b) ger>ef3tin5 second ii<arn!n;;itif)r5 resuSts froiVi s^;>;x^'xj version iftfor;rs:j*iofi vvtsich indlc.;;!e<,; vvhethe; sf^ 
»!-idepend&nt!y ;-n(!d:;'i;abi<;: ;x,;py of the first vyorKs.p;:Cf; eierriOfit has.- b5:•■^f^ rnodifsed, trse cac>y .t.-iiing s;oi'ijd ■ii a 
seco.'-id stofs »(jt$ide the fii-c^^'Sii: 

(o) !nfSi;st!ng stsps ;a) and • from vv:th!;-: the fifewal? wh=3n predeter-viii^e.n cfiieria have !:;een s&ysSeo 

•;d; ger^eratirKj a p.T;f«rfed vers;e;-i f-ci-rr; -he first '>'^.o!ksp;a(;e «li?fnem and frooi tix? copy bss:ed or; ihe firs; and 
second e>;,amioat(on results;: ami 

i'-vi stonr:-.s iri-v s.!i^•f^■■f;^d ve'^^icn at tn>^ f::-s<s ■i.i.jfc .snd at trse Si=r.oud store 



23,. A compater-isased rnethod comprising the steps of. 

y. oi ksc-.sc-? iHemern stored a? .s tVst :5tor■^ wif nir^ a firesv.:-!! ha^. been rrii-idips-d, 

ibi c;-?fieieiir:g second eoi-nsisatior; ie^Sviits from 5,e<:of!d vf^fsion ;fito;maiKii-! whiCh iiiiiCiJtes vvn?tn:4r sr, 
!f•di^p.;■■xf^■;^^iy-fnodi{lao!s< ronv ot tbo i\rh\ ^c^h-^^c^ oi-y-^on- has J>-t^!> n!;xi«lej. the <-<.ny being stored at ii 
second stofe outside the firsavaSS; 

ic) ifjstaisr-ijs ;;tef::-^ (a) and it» irom witi-;iii ji-ie firewall wnen ■jrisdeioirnlned cnfena ^-.jve oeen s-stssfied: 

;d) <;:st-:^!i-fiir!ing based cri irie firi;t an-.:5 ^.eocnd ey.an^ii-^aiion ri?si.iits that dot;-; ti-^e firs,; wo;K«p-aCi? element .^vnci 
the copy have t?ee!i modified; and: 

i;^i Vtoring botn -he ik^J v^'orksipace eiijrnent and tr;s' -nofiy at the t1rst store and at the second stixe 
24, A system comprisirsg: 



EP 0 9S& 22S m 

first means for gftasrarsng first examios^n msuite Irom f^rst vsrssors ffsformatJori which indicafes whether 

wnetiv?? ar, ;ndsp-:!'fK!-M5ti><-rnfj'ii5i;5ble copv of th^- f!r';.t wor ksp3c-i> siement hss fc-t^en nxxriiris^d, th;5 <:opy temq 

n«rsr!S faf initiating th.-? fifst ;5nd s.ecofKs fi^B.ans. fforrs wiihs.n ths^ fifev\'-xi! when psfedf-Ts-!!n!rs-,K5 cnteria hisve 
Keen safesSed; 

me;sn~. for cK-tii-rn^rjing fost^ed on tha fa&t and s«x.-:xj vK^rmriation r^-ssifcj fha; both tn^- f«s; vvofki.pa;;fe 
dsrrc^:!-!* the copy have t^een moditi-id; and 

(■fiSKjf; J fa; Biomq both t^le f '^t file and tt;--> copy si ;he fu':5t atore and at Th--> secc-niS store, 

2S, A system oornprfsing: 

a glotxai -^f^YSf tof operatiOi; ^'Ui-^KJiS a fireweit end inciudsno 

nvsr-iofV'for storsno t^rst wo-ksp-^jc-:' dafa anr: cof'espenriiiig ^fst vStsKin !n;0:n;?;t;on; af-ci 

a svacmfonicaiiorj ..ig^irs; fo? rfianisging -he i-.iit woikspcK:^? daU sno tn-? cDfe-spondT^g f-T,! version 
if!fofivi..3tion and 'or iX:i'^ur:U!vx-s-Mh's vv^'h reiviotS' c5k--ntft, and 

Si sernote dsent for ODefafng Vvitnio the fi-evvcss- ^ind i-iciading 

riemo'v "'o' 'jtoring A«rond woikiipac:;;; -.iati: find co;re^:.pGnd!n9 ssiXirrf V'srsion ■nformriEtor;, 

r--;?ans to: coop^iietir-g s'^ftr; the !;vfK.nfoni;;.iticr.' agent -o r5y;x:hfor-ee Tii-; tirs:! wofh'iptice (j^at,, vviit; tt^o 
s-jcond workspac e by tr^unii-vric- tHc tirt't S'ers^on jnfo.-'r-isUo'! and the &ec:ontl vers-iCXi -iforrf- st-Dfi, aod 

a iyr!ChK;ni;;;a;;;>o-;;far5 ft^yduk' for initiatifig v,o&:ifl-\iCf: OBis svncf-fonitta'io!": beiV'^en the piorai sefv*:! and 
tfK: remote cifent, ...... 
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